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1. Who We Are

“Element Pro Lid" (“we”, "us”, “our”) is a property maintenance, repairs and

refurbishment company.

Our registered address is: 147 Church Walk, London, N16 8QW.

Contact: hello@elementpro.co.uk | 0207 167 6878

This privacy notice explains how we collect, use and protect your personal data when

you interact with us, including via our website, WhatsApp assistant Ellie, phone, email,
or in-person Vvisits.

2. What this Notice covers

This notice explains how we collect, use, disclose and retain your personal data —
and your rights in relation to it. It applies when you interact with us via our website,
WhatsApp chat, phone, email or in-person service calls.

This policy applies to all personal data processed by us, including:
e Enquiries, bookings and job management
e WhatsApp conversations, including through “Ellie”
e Photos, videos, floor plans, drawings or media sent by you
e Data passed to us by landlords, managing agents or third parties
o Data stored and processed in our job management system (Joblogic)

o Data processed by Al tools we use for analysis and service delivery

3. What Personal Data we collect
We may collect:
Contact & identity information

e Name

e Phone number

e Email address

e Property address

e Tenant or landlord details
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Additional contact persons (e.g., tenants, building managers)

Service-related information

Description of the issue
Job location

Access information
Scheduling preferences

Quotes, payments, invoices, and job history

Photos, videos & technical drawings

Including images showing:

Leaks or damage
Rooms, fixtures, boilers, appliances
Floorplans and measurements

Any media supplied to assess the scope of works

Technical data

IP address
Device details
Cookies

Usage data from our website or WhatsApp interactions

Data provided by landlords/managing agents

Sometimes a landlord or agent provides their tenant’'s contact details so we can
arrange access or carry out works. We treat this as Legitimate Interest processing
(covered in Section 4).

4. How We Use Your Data & Our Lawful Bases

We use your data for the following purposes, relying on the listed lawful bases:

A. Contractual Necessity

To perform the services you request:

Handling enquiries, diagnostics and advice

Providing quotes



Booking surveys and repairs
Attending your property
Communicating about job progress

Billing and payment collection

B. Legitimate Interests

Where the processing is necessary for our business and does not override your rights:

Operating WhatsApp-based customer support

Allowing landlords/agents to provide tenant details so works can be carried
out

Reviewing photos and drawings to assess job requirements
Uploading relevant messages/photos into JobLogic
Customer service improvement

Staff and engineer support

Recording and maintaining job history

Fraud prevention and security

Using Al tools (see Section 4D)

Landlords Providing Tenant Details

Where landlords or managing agents provide tenant information (e.g., name,
phone number, access details), we process this under Legitimate Interests, as it is
necessary to arrange and carry out maintenance works.

Landlords are responsible for ensuring they have the right to share tenant data with
confractors.

C. Consent

Used only where required, such as:

Marketing messages
Optional service updates

You can withdraw consent at any fime.
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D. Al Processing (Ellie - Image & Message Analysis)
We use secure Al tools to help process:
e WhatsApp conversations
e Photographs and videos
e Floor plans and measurements
e Job descriptions and diagnostic information
Al may assist with:
e |dentifying issues shown in photos
e Extracting measurements or details from drawings
e Summarising repair problems
o Suggesting next steps
e Pre-populating JobLogic notes
e Postcode-based eligibility screening
e Automated triage and routing
Important:
e Al tools do not make final decisions with legal or significant effects.
e You canrequest human review at any time.
e We do not use Al to profile individuals or for marketing.

This processing is covered under Legitimate Interests and Contractual Necessity.

5. Who We Share Personal Data With

We may share data with frusted third-party service providers necessary to deliver our
services:

Job Management & Operations
e Joblogic - job creation, scheduling, notes, media storage
o Subcontractors/tradespeople attending your property
Communication
e  WhatsApp (Meta)

e Email service providers



Al processing & Automation
e Secure Al processing services (e.g., OpenAl) for analysing images/messages
Payments & Finance
e Payment processors (e.g., Stripe, GoCardless)
e Accountants
e Insurers
Marketing & Analytics
Only where you have given consent.

All third parties are required to maintain appropriate confidentiality and security.

6. International Transfers

Your data will normally be stored and processed within the UK/EU. If we fransfer data
outside the EEA or UK, we will ensure a lawful transfer mechanism (e.g., standard
confractual clauses) is in place.

Some third-party processors may store or process data outside the UK/EU.
Where this occurs, we ensure:

o UK GDPR-approved transfer mechanisms

o Standard Contractual Clauses (SCCs)

e Adequate safeguards

7. How Long We Keep Your Data
We retain data only as long as necessary for legal, operational and service reasons.
Standard retention periods

o Job records, quotes, invoices, photos & communications: up to 7 years after
job completion

o WhatsApp conversations: retained while relevant to the service or up o job
closure

e Photos/videos: normally deleted after job closure unless
needed for insurance, legal or dispute resolution

e Marketing consent: unfil you withdraw consent



You may request earlier deletion (see Section 8).

We will retain your personal data only for as long as necessary to fulfil the purposes in
this notice, including for legal, tax or reporting reasons. For example:

o Customer service and job-records: up to [ for example 7 ] years after
completion.

e Media (photos/videos): usually until job closure unless you request earlier
deletion.

8. Your Rights Under UK GDPR
Under UK GDPR you have the right to:
e Be informed about how we process your data.
e Access the personal data we hold about you.
e Request correction of inaccurate orincomplete data.

e Request erasure of your data when it's no longer needed or you withdraw
consent.

e Request restriction of processing in certain circumstances.
o Object to our processing where we rely on legitimate interests.
e Request portability of your data.

o Withdraw consent at any time (for processing based on consent).
To exercise your rights, contact us at: [insert email address].
You also have the right to lodge a complaint with the UK Information
Commissioner’s Office (ICO) at https://ico.org.uk.

e To exercise your rights: hello@elementpro.co.uk

9. Security of Your Data

We implement appropriate technical and organisational security measures to
protect your data, including:

e Access conftrols
e Encryption

e Secure storage
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o Staff confidentiality obligations

e Regular security reviews

10. Updates to This Policy
We may update this policy from time to time.

The latest version will always be available on our website, with the “Effective Date”
updated accordingly.

11. Contact Us

If you have any questions or concerns about how we handle your personal data,
contact us at

Element Pro Ltd

147 Church Walk — London — N16 8QW
hello@elementpro.co.uk

0207 167 6878

Element Pro Ltd - All rights reserved.



